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Abstract—Rendering typical RF identification (RFID) tags
physically unique and hard to near-exactly replicate by com-
plementing them with unique RF certificates of authenticity
(RF-CoAs) can prove a valuable tool against counterfeiting. This
paper introduces a new robust RFID system with enhanced hard-
ware-enabled authentication and anticounterfeiting capabilities
that relies on the near-field RF effects between a 5 5 antenna
array and the uniquely modified substrate of the RF-CoAs. A
microcontroller-enabled, low-power, and low-cost reader is used
to accurately extract the near-field response (“RF fingerprint”)
of the certificates meant to complement typical RFID tags in the
5–6-GHz frequency range. The RF characterization of all the
reader’s components, with an emphasis on the accuracy provided,
has been performed. The state diagram of the fast and accurate
reader operation is outlined. Rigorous performance and security
test results are presented and verify the unique features of this
technology.

Index Terms—Anticounterfeiting, multiantenna systems, near-
field, RF certificate of authenticity (RF-CoA), RF fingerprint, RF
identification (RFID), wireless.

I. INTRODUCTION

W ITH THE World Customs Organization and Interna-
tional Chamber of Commerce, according to Interpol,

estimating that roughly 8% of world trade every year is in coun-
terfeit goods [1], the Business Software Alliance estimating that
35%–45% of software sales worldwide are counterfeit [2], and
Glaxo-Smith-Kline, in a study with the U.S. Food and Drug Ad-
ministration, estimating that counterfeit drugs account for 10%
of the global pharmaceuticals market [3], there is no doubt that
counterfeiting accounts for a huge economic impact on indus-
tries such as software and hardware, pharmaceutical, and, of
course, the entertainment and fashion industry. With the ease
of marketing products on-line, it seems that selling counterfeit
objects has never been easier.
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In contrast with piracy, where the buyer is confident that the
purchased object is not genuine due to a very low price, the
counterfeiter fools the buyer into believing that the merchandise
is authentic and collects substantial revenue with profit margins
typically higher than that of the original manufacturer. In the
battle against piracy and counterfeiting, traditional RF identi-
fications (RFIDs) with encoded digital information cannot be
relied upon since they can easily be replicated.

This paper presents the full implementation of a novel RF
anticounterfeiting system that aims to address this problem in a
completely hardware-based (“RF-fingerprinting”) way. This is
the first reported approach that aims to bridge the RFID tech-
nologies with the anticounterfeiting world utilizing modified
material scattering characteristics. The fundamental idea is to
complement an RFID with an inexpensive physical object that
behaves as an RF certificate of authenticity (RF-CoA) in the
electromagnetic (EM) field so that this “super-tag” is not only
digitally, but also physically unique and hard to near-exactly
replicate.

The RF-CoA can be created as a random constellation of
small, randomly 3-D-shaped conductive and/or dielectric ob-
jects that exhibits a distinct behavior in its near-field when ex-
posed to RF waves coming from a specific point over a partic-
ular RF spectrum. This enables, on one hand, the extraction of
the data about the product in the far-field and, on the other hand,
the verification of its authenticity within its near-field with low
probability of a false alarm.

Fundamental to the following discussion is the definition of
the “RF Fingerprint.” An “RF fingerprint” of an RF-CoA is a
set of parameters observed over a specific frequency band
and collected for (a subset of or) all possible antenna couplings
of a reader’s array. The main aim of the reader design, pre-
sented below, is to maximize the entropy, i.e., randomness, of
the “RF fingerprint,” given the accuracy of the analog and dig-
ital circuitry used, as well as the noise due to external factors. A
graphical representation of this fingerprint, as extracted from the
reader for all its 72 different antenna element permutations using
a signal processing method described in detail in Section VI, is
shown in Fig. 1.

II. RELATED WORK

CoAs in the RF domain have been proposed in the past1 2

[4], [5]. The common characteristic of all proposed solutions,
to the best of our knowledge, is that they aim to detect the

1Inkode Inc., Vienna, VA, 2007. [Online.] Available: http://www.inkode.com
2RF SAW Inc., Richardson, TX, 2007. [Online.] Available: http://www.rfsaw.

com/tech.html
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Fig. 1. Graphical representation of an “RF fingerprint” as extracted by our fab-
ricated reader for all its 72 different antenna element permutations.

CoA’s random structure in the far-field over the “expensive”
60-GHz frequency range. Under the same far-field category, but
in the 5–7-GHz frequency band, also falls a printable chipless
RFID tag [6] presented for secure banknote applications, the
anticounterfeiting robustness of which relies only on a bit se-
quence formed by a multiresonating circuit.

Our proposed system, the operation of which relies on the
near-field observation of the CoA’s EM (scattering) effects,
possesses some important qualitative features not exhibited
by other types of CoAs. First of all, the near-field observa-
tion enables relatively high variance of the EM field, causing
better discriminating characteristics compared to the far-field
responses that typically represent certain average characteris-
tics of random discrete scatterers [7]. Characteristics of this
near-field region, which is located less than one wavelength
(more precisely, , where is the largest dimension
of the source of the radiation) from the source, are that the
relationship between the electric field component and the
magnetic field component becomes often too complex to
predict with either field component ( or ) possibly dom-
inating at any particular point and that all four polarization
types, namely, horizontal, vertical, circular, or elliptical, can
be present, as opposed to the far field. Still, since the readout
of the CoA does not require a physical contact, RF-CoAs may
be built with superior “wear and tear” properties. Second, it is
hard to eavesdrop or maliciously jam near-field communication
compared to the far-field one that is prone to both potentially
devastating attacks. As an additional advantage of the very
short-range observation and discrimination feature, the reader
can operate with low power and use low-efficiency antenna
designs.

III. RF-CoA TECHNOLOGY

A. Fabrication Process

This process takes place in the controlled environment of an
RF-CoA factory. Here, after an RF-CoA instance is created,
the issuer digitally signs the instance’s RF response using tradi-
tional cryptography.

In particular, first the unique “RF fingerprint” of the newly
fabricated RF-CoA instance is digitized with the use of a reader
and compressed into a fixed-length bit string. This information
is afterward concatenated to the information associated with the

tag, such as product ID, color, and expiration date, and the re-
sulting combined bit string is encrypted using a cryptographi-
cally strong algorithm such as SHA256 [8].

Adopting a public-key cryptosystem (PKCS) such as Rivest,
Shamir, and Adleman (RSA) [9], this hash is signed using the
issuer’s private key to form, together with the plain initial bit
string of the fingerprint, a message that is directly encoded onto
the RFID chip. The use of asymmetric key algorithms that in-
volve the use of a public key known to everyone and a secret pri-
vate key is the distinguishing characteristic of public key cryp-
tography. The keys are related mathematically, but it is virtually
impossible to deduce the private key from the public key. Thus,
in our application only the issuer can digitally sign the RF-CoA
with the secret private key.

B. Verification Process

The digitally encoded message, described above, is the one
used to validate whether a product is authentic or not; a process
that typically takes place in a store or a warehouse.

The verifier first reads the aforementioned message and
verifies the integrity of the plain bit string of the fingerprint
with respect to its encrypted and signed version using the
corresponding issuer’s public key. In case the integrity test is
successful, which means that no one else, except the possessor
of the matching private key, has encrypted the message, the
original “RF fingerprint” and associated product data are ex-
tracted. This extracted fingerprint is afterward compared with
a new reading of the tag’s CoA that the verifier takes with
his own reader. Only if the level of similarity between these
two fingerprints, read and extracted, exceeds a predefined and
statistically validated threshold, the verifier declares the CoA
instance to be authentic.

C. Potential Attacks

In order for an adversary to counterfeit protected objects, he
needs to do the following:

1) compute the private key of the issuer so that he can store
his one fixed-length bit string f; a task which can be
made arbitrarily difficult by adjusting the key length of
the used public-key crypto-system, or

2) misappropriate signed CoA instances; a responsibility of
the CoA object issuer, or

3) devise a manufacturing process that can exactly or
nearly exactly replicate an already signed CoA in-
stance; a task that is not infeasible, but requires certain
expense by the malicious party. In particular, our
RF-CoA designs require by the counterfeiter not only
physical access to the original CoA, but also the ability
to accurately scan and reconstruct arbitrary 3-D struc-
tures and embed them in a soft or hard encapsulating
sealant; a high-cost process.

From the last attack’s perspective, it is obvious that the CoAs
can be used to protect objects, the value of which does not ex-
ceed the cost of forging a single CoA instance including the ac-
cumulated development cost of a successful adversarial manu-
facturing process.
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Fig. 2. CoAs of different copper weight, namely, 2, 3, and 4 g per mold.

IV. RF-CoA TAG

The proposed RF-CoA tag is the first low-cost physical ob-
ject that enables anticounterfeiting based completely on its hard-
ware implementation and the resulting RF effects. The physical
RF-CoA instance consists of an extremely difficult to replicate,
random arrangement of scatterers that produces a unique and re-
peatable response in the near field. Since the RF-CoA instance
is completely passive, it is imperative that every different scat-
ters’ configuration should provide a unique RF signature within
the frequency range of the reader’s illumination based only on
the spatial arrangement.

As is also the case with the reader, the design of these an-
ticounterfeiting tags has to be optimized so that maximum en-
tropy of the scattering results is achieved, and in the same time,
the results extracted by the same instance are repeatable with
very high reliability. This optimization is challenging, as it is
necessary to perform a detailed systematic analysis of various
near-field phenomena by investigating distinct geometries for
the RF-CoA design. The first and most important factor to con-
sider is the individual scatterers’ resonance and interference in
compact “credit-card” size dimensions. Other factors to con-
sider include the dimensions of the spaces between conductors
as a fraction of reader’s wavelength and how the RF-CoA’s scat-
terers’ nonperiodicity affects the response for various densities.
These parameters are expected to be critical in the determination
of the system’s discrimination capability that will effectively de-
cide how easy RF-CoAs can be counterfeited in a given central
frequency, bandwidth, and RF-CoA’s dimensions.

The tags can be divided into two main categories, namely,
the copper-based ones and the inkjet-printed ones. Examples of
the first category are shown in Fig. 2 and are used throughout
Section VII for all the performance tests. These have been fabri-
cated by an injection molding company3; essentially the process
involves the encapsulation of copper wire of variable gauge into
plastic mold. Randomness in this process has been achieved
by introducing techniques that are absolutely nondeterministic,
such as blending with different speeds and for different amount
of time and using air fans.

As for the second category of physical RF-CoA objects, we
relied upon inkjet printing technique as a means of a very fast,
low-cost, and in-house process; a direct-write technique by
which the design pattern is transferred directly to the substrate
in means of multiple inkjet layers, without any requirement of
masks. The final 3-D structure was created by tightly stacking

3Aero-plastics Inc., Renton, WA, 2009. [Online.] Available: http://www.aero-
plastics.tmcsweb.com/

Fig. 3. (a) “RF plane” and “control plane” of the RF-CoA reader. (b) Overall
stacked two-layer RF-CoA system.

multiple 2-D CoAs one on top of each other to give the projec-
tion, shown in Section VIII, and are used for the 3-D attacks test
described in Section VIII.

V. RF-CoA READER

The extraction of the unique RF fingerprint of an RF-CoA
object is done as follows. RF power is radiated from a partic-
ular element of the antenna array, scattered and reflected by
the conductive material of the RF-CoA instance placed about
1 mm away from the array and received by another antenna ele-
ment. During the readout, it is ensured that the placement of the
RF-CoA instance is fixed and geometrically unique, using short
plastic poles, shown in Fig. 3(b), the relative position of which
on the array’s plane is nonsymmetrical.

The overall design, shown in Fig. 4, consists of four metallic
and three substrate layers of variable thickness and the total
thickness does not exceed 1.6 mm. The elements of the antenna
array are placed on the top and second metal layers at distances
of approximately 3 mm between each other. The ground plane is
placed on the third metal layer, the RF part on the bottom layer
and the digital lines on the top layer. The copper’s conductivity
is 5.88 10 S/m 1.493 10 S/in . The substrate for the de-
sign is FR-408 with relative dielectric constant in
our frequency band of interest (5–6 GHz), relative permeability

, and loss tangent .
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Fig. 4. RF-COA reader circuit schematic.

Fig. 5. ��� curve of an individual antenna element. Its 3-D design is shown in
the lower right corner.

A. Antenna Elements and Coupling

The antenna elements are individual microstrip patch an-
tennas. Since it was desired to pack as many antennas as
possible in a 1 1 in area, emphasis was stressed on making
use of a folding minimization technique; the antenna’s technical
characteristics and design strategy are detailed in [10]. Given
that the half-wavelength in this range of frequencies is around
2.75 cm and given the properties of the folding minimization
technique, we were finally able to fit 25 elements.

The antenna’s 3-D element design is shown in the insert figure
of Fig. 5. A single such element has a return loss of 16.3 dB4 at
a resonant frequency of 5.149 GHz (when a single element is
measured by itself and not in the presence of neighboring ele-
ments), as shown in Fig. 5. The aforementioned miniaturization
technique, however, does not come without cost and the major
negative effect is the limited 10-dB bandwidth of this antenna el-
ement, which does not exceed 5 MHz. Despite that, the strength
of the electric field extracted by these elements even 0.5 GHz
away from the resonant frequency can be very high ( 10 dB),
as shown in performance tests of Section VII.

Out of all the 25 elements of the 5 5 antenna matrix, nine of
them are operating as transmit-only and eight of them as receive-

4Using the Rohde & Schwarz ZVA 8 vector network analyzer (VNA).

Fig. 6. Diagram of the functionality of the reader’s 5 � 5 antenna array
elements.

only, eliminating the need for single-pole double-throw (SPDT)
switches for dual operation of the elements and reducing the
number of the required digital input/output control lines. This
pattern is shown in Fig. 6.

The reason that each of the transmit- and receive-only ele-
ments have been split into sets of fours, placed as farthest as
possible in the four corners of the array, and that the rest of the
eight elements on the cross of the structure, with the exception
of the central one, have been rendered useless (unconnected) is
that we wanted to minimize the coupling due to proximity and,
thus, attribute most of the coupling measured to the presence
of the metallic material of the CoA. To quantify this, the
curves of all possible different antenna element spacings of a
standalone 3 3 antenna array in the absence of any CoA is
shown in Fig. 7 (bottom). This array has been manufactured in
the exact same way as the finally used 5 5 array so that sub-
miniature A (SMA) RF connectors are available and more intu-
itive conclusions can be drawn by fewer elements. These six dif-
ferent curves, captured over the 4.6–6.4-GHz band for 3-MHz
step sizes, are labeled with a “ – ” format corresponding to the
“ ” numbered element, as shown in Fig. 7 (top), transmitting
and the “ ” numbered element receiving. As expected, all curves
have their maximum at around the resonant frequency of the an-
tenna elements and the shorter the relative distance the higher
this maximum is .
It should be noted that the worst case scenario for the actual
5 5 board and given the functionality assigned to the active
elements, described above and shown in Fig. 6, corresponds to
the cases of 1–2 and 2–3 (C3-B4 and C3-D2), for which the
magnitude of the maximum points does not exceed 20 dB. In
other words, the maximum coupling between any pair of ele-
ments of the 5 5 array in the absence of a CoA never exceeds
20 dB.

B. Single-Pole Four-Throw (SP4T) Switches

A particular antenna transmit and receive coupling, out of the
board’s 72 possible permutations, is chosen by digitally control-
ling eight identical HMC345LP3 [11] SP4T switches, arranged
in two hierarchical levels, as shown in the block diagram of
Fig. 8. Based on this arrangement, there are always two switches
preceding the transmit-only antenna element and two switches
following the receive-only element. The location and order of
the switches has been optimized so that the coupling between
the RF lines is minimal. In particular, all connections are 50
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Fig. 7. (top) Bottom view of a 3� 3 antenna array fabricated in the exact same
way as the reader’s 5 � 5 array. (bottom) � curves of all possible different
antenna element spacings of a subset 3� 3 array in the absence of any CoA.

Fig. 8. SP4T switches arranged in two hierarchical levels.

and it has been ensured that the length of the lines connecting the
appropriate switches for any antenna permutation is constant.

The average insertion loss introduced by a single SP4T switch
across the 4.5–6.5-GHz band has been measured 1.074 dB.5 The

and parameters of the two-port system between the
transmit and receive power amplifiers (PAs) have been shown
in [12].

The losses of the reader’s components are expected to vary
from lot of circuit components to lot and, as a result, from reader
to reader. In order to achieve consistency and elimination of
false negatives among different readers, i.e., for calibration
purposes, all coupling channels for all possible antenna
permutations over the whole supported frequency band are
measured for each RF-CoA reader in the absence of any CoA
and stored into the Microcontroller Unit’s (MCU) nonvolatile
memory. Right after the CoA’s fabrication, these curves

5Using the Rohde & Schwarz ZVA 8 VNA.

are subtracted from the corresponding curves of the CoA’s
RF fingerprint and the difference is what becomes embedded
in the RFID chipset. The same “subtraction,” of course, takes
place also at the verifier’s premises.

VI. MCU-ENABLED READER OPERATION

The functionality of the RF-CoA reader is summarized in the
following four main tasks:

• generates the appropriate RF power and controls the fre-
quency output of the voltage-controlled oscillator (VCO);

• dictates the path that the RF signal follows through the two-
layer SP4T switch hierarchy and the coupling, eventually
between the and antenna element;

• measures the power captured by the power detector (PD)
by monitoring its output voltage;

• uploads the set of measured data that comprise the
RF-CoA’s fingerprint to a computer.

The most important advancement in regards with the first ver-
sion of the RF-CoA board, presented in [12], has been the ad-
dition of a 16-bit RISC architecture ultra-low-power MCU that
provides not only a very fast means of capturing the RF finger-
print, but also the accuracy required toward our effort to max-
imize the fingerprint’s entropy. As a result, the overall reader
design consists of a double-stacked-layer solution; the “control
plane” and the “super high frequency (SHF) RF plane.” As im-
plied by their names, the first layer houses the MCU and the data
acquisition interface and the other includes the CoA reading
slot, the antenna matrix, as well as all required digital and analog
circuitry. The upper layer of this new prototype RF-CoA reader,
represented with pink lines (in online version) in Fig. 4, is the
“control plane” and the lower one, represented with green lines
(in online version) is the “SHF RF plane.”

Regarding the “SHF RF plane,” it should be noted that its
design is an improved version of our preliminary design [12].
First, this new board is smaller in its width, occupying 13% less
space (4.301 6.775 in). Second, this design does not rely on
a single VCO, but two of them, namely, the HMC430LP4 [13]
and HMC431LP4 [14], which both together optimally cover the
5.0–6.1-GHz frequency band.

At the heart of the “control plane” is the TI MSP-
EXP430F5438 MCU [15] that features an up to 18-MHz
system clock, high-frequency crystals up to 32 MHz and mul-
tiple high-resolution analog-to-digital converters (ADCs). The
MCU is accompanied by push buttons and a USB interface for
data transfer. The state diagram of the MCU, which reflects the
sequence of all the steps mentioned in the beginning of this
section, is shown in Fig. 9.

For its powering, the “control plane” does not rely on bat-
teries (although a 2 AA battery option is available), but on the
current supplied by the USB cable, which is used anyway for
the RF-CoA fingerprint acquisition by a desktop or a laptop
computer. When the board is initially connected to a computer
through the USB cable, it finds itself in the low-power mode 4
(LPM4) sleep mode. This is a deep sleep mode of 1.69- A cur-
rent consumption at 3.0 V in which the CPU and all clocks are
disabled, the crystal oscillator is stopped, but the supply super-
visor is operational and full RAM retention and fast wake-up
are provided.
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Fig. 9. State diagram of the RF-CoA reader’s operation.

In short time intervals, the 32-kHz auxiliary clock is enabled
and used to check if a button is pressed. Given that a human
would be pressing the button for at least half a second, the time
duration of this button monitoring lasts for only a few millisec-
onds, leading eventually to a very low duty cycle monitoring.
As soon as a press on the button is detected, the MCU exits the
deep sleep mode and the “control plane” transits to the antenna
permutation selection state. Here, a particular antenna element
pair is selected by appropriately configuring the two digital logic
control pins (0 for logical 0 and 3.2 for logical 1) of
the SP4T switches, shown in Fig. 9. In particular, a 16-bit se-
quence is generated by the digital output pins of the MCU and
this selection remains active until a new bit sequence is gener-
ated. The next time the “control plane” returns to the antenna
permutation selection state, a check is performed as to whether
the maximum number of antenna permutations (NUM_ELEM),
namely, 72, has already been selected; in which case the MCU
reverts to the sleep mode.

If all possible antenna element permutations have not been
enabled, the next step is to generate a sinusoidal power signal
at a particular frequency, nearly monochromatic, by controlling
the HMC431LP4 [14] VCO. The peak power of this signal, after
it is amplified by 11.25 dB by the RF3378 [16] PA, is measured
to be 4.03 dBm.6 The RF-CoA fingerprint is captured over
the frequency band of 5.1–5.9-GHz at steps of 12.3 MHz. The
selection of these steps is achieved by altering the VCO’s tune
voltage. Since the MCU provides no DACs, the latter’s function-
ality is emulated by a high-frequency pulsewidth modulation
(PWM) signal. The output voltage is configured based on a vari-
able duty cycle that is derived from the ratio between the PWM’s
emulated voltage and the USB rail of 3.2 V. The next time the
“control plane” returns to the control VCO state, a check is per-
formed as to whether the maximum number of frequency steps
(maxFreq) has already been reached; in which case the MCU
returns to the antenna permutation selection state.

6Tektronix RSA 3408A real-time spectrum analyzer (RSA).

Fig. 10. Standard deviation of eight antenna coupling for the repeatability test.

With the antenna element radiating power toward the CoA
that is placed just 1 mm away from the antenna matrix, the next
step is to amplify the captured reflected and refracted signal and
feed it to the LT5581 root mean square (rms) [17] PD. For cali-
bration purposes, the latter’s voltage output has been accurately
mapped to the input power generated by a signal generator7 be-
fore the PA ranging from 55 up to 5 dBm. For this task, of
course, the highest (12-bit precision) mode supported by the
ADC of the MCU is chosen.

Regarding the effective bit length of entropy (EBLE)
achieved with the results presented in the next two sections,
this number cannot be cited as simply permutations

frequencies bit of resolution bits
since interdependencies of all responses need to be taken into
account. However, our achieved EBLE is substantially higher
than what common cryptographic standards demand.

Based on extensive measurements carried out under a con-
trolled environment of predetermined signal power amplitude,

7HP 83622B Swept Signal Generator.
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Fig. 11. “RF fingerprints” of ten different CoAs for four different antenna cou-
plings for the “false positives” test.

we have found that a single analog-to-digital conversion is
not enough. In particular, although the voltage reference used
(3.2 V) for the ADC and supplied by the USB input has been
measured to remain steady over time, we have recorded AD
conversions to be as far as 20% off from the same actual input
signal for more than 100 measurements. The two major sources
of inaccuracy in ADC testing of mixed-signal circuits have
been identified to be the approximations of IEEE Standard for
Digitizing Waveform Recorders and IEEE Standard for Termi-
nology and Test Methods for ADCs [18] and the fact that the
dc offset and the amplitude of the input analog signal evaluated

Fig. 12. Standard deviation of ten different � curves shown in Fig. 11 for
four antenna couplings.

on the base of the digital output differ from their true values
[19]. However, this deviation easily drops to less than 8% by
performing 20 consecutive conversions, storing them in the
successive approximation register (SAR) and afterward simply
averaging them. The latency incurred as a result of the addi-
tional 19 conversions is totally negligible given that each 12-bit
resolution conversion requires only 13 MCU clock cycles, the
total time duration of which is less than 0.8 s. The NUM_AVG
variable shown in the state diagram of Fig. 9 corresponds to
the maximum number, i.e., 20, of consecutive analog-to-digital
conversions before the averaging is performed.

Each entry consisting of antenna permutation, frequency,
and received power in decibels is uploaded to the computer at
57.6 kb/s with the use of the USCI module of the MCU that
supports the UART protocol used to communicate with the TI
TUSB chip. An LED that remains on until all the aforemen-
tioned steps for the RF fingerprint extraction are completed is
indicative of the activity of the “control plane” before it returns
back to its sleep mode state. For this currently running software
version, where significantly conservative long guard times are
kept between consecutive operations that account for a multiple
of the real running time, and which will gradually be removed
from the next software versions, the overall time required to
extract all 72 RF fingerprints is around 22 s.

VII. PERFORMANCE TESTS

A number of different types of tests have been conducted in
order to assess the performance of our proposed RF authenticity
certification technology. For all tests presented in this section,
physical objects that are conceptually very close to the final en-
visioned product have been used as RF-CoAs. These objects are
described in Section IV and examples of such three certificates
are shown in Fig. 2.

As explained previously, the RF-CoA instances were at-
tached to the reader through the plastic poles, shown in
Fig. 3(b), against the antenna matrix of the manufactured
RF-CoA reader at a distance of 1 mm. For this 1-mm spacing, a
sturdy dielectric foam material with characteristics close to that
of air was used. The certificates’ dimensions were 0.75 in
0.75 in and as such could not occupy the whole 1 in 1 in area
of the antenna matrix. However, their position has been rotated
around the array’s central axis so that not all areas around the
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Fig. 13. Standard deviation of all the “RF fingerprints” of the different metal density certificates for each one of the eight antenna permutations.

circumference of the array are left uncovered. This is shown in
the example tags of Fig. 2.

In each of the graphs presented hereafter, the axis corre-
sponds to the output of the PD based on its received signal
strength of the monochromatic signal, and the axis corre-
sponds to the different frequency points sampled by the MCU’s
ADC. Essential to the evaluation of the results of the following
tests is the standard deviation (std);the square root of an esti-
mator of the variance of the received signal strength by the
element for different CoAs at the same frequency points and an-
tenna couplings. In particular, the equation used for the standard
deviation is as follows:

(1)

A. Repeatability

In order to ensure that always nearly exact replicate “RF fin-
gerprints” are extracted by the same RF-CoA, i.e., to show the
robustness of the RF-CoA reader, ten duplicate measurements
of the exact same CoA are taken. In particular, a single RF-CoA
instance is placed on the reader, then taken off, and then placed

back on the reader to indicate any changes in measurement re-
sults; the whole process is repeated nine times.

Fig. 10 shows the standard deviation of the aforementioned
duplicate measurements for eight “RF fingerprints,” which are
extracted against eight different transmitter and receiver cou-
plings (shown in the legend) that correspond to all eight el-
ements interchanged for the same element (see Fig. 6). The
fact that these std curves exhibit a very low magnitude that does
not exceed 86 dB with the exception of just two antenna cou-
plings, the maximum of which reaches 83.5 dB in the low part
of the spectrum and of which curves can be decided to be ex-
cluded, if necessary, from future readings, indicates that the res-
olution captured by the reader for slightly different placements
of the CoA in all three directions relative to the antenna array
and under different environmental changes, namely, RF inter-
ference, temperature, etc. is very high. This result is well above
the initial precision requirement of 2 dB [12] and, consequently,
demonstrates the system’s repeatability robustness.

B. False Positives

The uniqueness among different RF-CoA designs, in terms
of as high a variability as possible between different “RF fin-
gerprints” extracted, is tested here by investigating the near-field
frequency response for ten different RF-CoA objects across four
different couplings, shown in Fig. 11. It should be noted
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Fig. 14. Projection sets D1, D2, and D3.

Fig. 15. 3-D stacked set example.

that, particularly, certificates I and J were different than all the
other CoAs since their dimensions were 1.2 in 1.2 in and holes
for the reader’s plastic poles had to be drilled through them.

The differentiation between the different colored “RF finger-
prints” is visually obvious for all but the A2–A5 plot in Fig. 11.
This particular plot provides valuable feedback about the impor-
tance of the amount of area of the array covered by the RF-CoA;
specifically, certificates I and J yield high couplings for all four
presented permutations, whereas that is not the case for all the
others that, due to their smaller dimensions, do not present sig-
nificant metal amount across A2–A5, and thus, give lower am-
plitude couplings.

Of course, a more reliable evaluation of the aforementioned
differentiation is provided by their standard deviation curves
shown in Fig. 12. Here, all four couplings provide significant
amount of entropy, which is more prominent around the reso-
nant frequency of the antenna elements mentioned above.

It is worthy to note that the lengthier antenna couplings
A2–A5 and A2–B5 (see Fig. 6) are the ones that yield the
highest deviation.

C. Metal Density

With this test we are investigating, the effect of the amount
of metal density in the structure of the RF-CoA to the entropy
in its frequency response. For this purpose, three different sets
of CoAs of different copper weight, namely 2, 3, and 4 g per
mold, are used. For each one of these categories, we created 15
certificates, examples of which are shown in Fig. 2.

The results of the standard deviation of all the certificates for
each one of the eight antenna permutations are shown in Fig. 13.
From these plots it is, first of all, verified that the metal den-
sity does indeed affect the entropy of the frequency response; in

Fig. 16. Standard deviation of all 24 different orders of stacked 2-D CoAsfor
projections D1, D2, and D3 for eight antenna permutations.

some cases, as in the A1–E2 plot, this difference in the achieved
entropy can be as high as 100%. The conclusion drawn by this
particular test is that the lighter copper-based certificates always
yield higher response differentiation. On the other hand, it is
shown that, though there is not that much of a great difference
with the 3-g one, the heavier one provides the least entropy.

VIII. DEFENSE AGAINST 3-D ATTACKS

In Section III-C, the 3-D manufacturing ability was cited
as one of the potential attacks against our anticounterfeiting
system. This experiment aims to test the invincibility of our
system against this type of attacks.

The RF-CoA design used here consists of a random constel-
lation of 1 1 mm pixels that trace the form of the final ge-
ometry, as shown in Fig. 14. As described in Section IV, for the
tags’ fabrication, we relied upon inkjet printing technique with
seven layers of conductive silver nanoparticle ink. The final 3-D
structure was created as a stack of multiple inkjet-printed 2-D
CoAs, as shown in Fig. 15.
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In particular, what we have compared is the near-field
response of three different-ordered stacked sets of the same
RF-CoA instances, namely, D1, D2, and D3, shown in Fig. 14.

For each set, 24 different orders of stacked 2-D CoAs have
been measured and their standard deviation curves are shown
in Fig. 16 for each of eight antenna permutations. The results
indicate that there is significant variation in the near-field for
the different permutations, again especially around the resonant
frequency of the antenna elements. This ensures that even slight
variations in manufacturing in the -axis, i.e., thickness, will
produce distinct enough “RF fingerprints.”

IX. CONCLUSION

A high-performing robust standalone reader for anticounter-
feiting applications, which is smaller, computationally more
powerful, and more accurate than its predecessor [12], has been
designed and fabricated. The RF characterization of all compo-
nents comprising the reader with an emphasis on accuracy and
insertion loss introduced has been done. The algorithm behind
its fast and accurate MCU-assisted “RF fingerprint” extraction
has been described in detail.

As a means to verify the reader’s performance in extracting
the near-field frequency response of the RF-CoA physical struc-
tures, a number of tests, namely, uniqueness among different
instances, repeatability robustness for same instances, variation
in conductive material density of the certificate, and 2-D to 3-D
projection attacks have been conducted yielding very promising
results.

This paper has demonstrated in the most straightforward
manner that uniquely authenticated “super” RFID tags, in the
form of badges of a small dielectric profile (e.g., 2 mm, for
alignment purposes with the presented RF-CoA reader) directly
affixed onto objects or in the form of carefully attached product
tags, can prove a valuable tool against the ever-increasing
action of counterfeiters.
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